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Purpose: 
To collect NetFlow data using nTop and nProbe NetFlow probe. 
 
Lab Setup 
We have set up a voice and data traffic generated by IXIA traffic generator which the traffic was passed through a designated router.  The router was configured 
to send NetFlow data to my PC which collected the NetFlow data using nProbe.  Below is a diagram of our lab layout. 
  

 
 

 
 
 
 
 
 
 
 



Running the nProbe: 
First nProbe must be initiated: 

 
 
Install nProbe service and have it collect the NetFlow data at a given directory on your local machine: 

 
 
Start the nProbe service: 

 



NetFlow Data Format 
We were successful in collecting the NetFlow data.  The data is delimited with " | " and contain the following parameters: 
  

 
  

IPV4_SRC_ADDR Source IP Address 

IPV4_DST_ADDR Destination IP Address 

IPV_NEXT_HOP   

INPUT_SNMP   

OUTPUT_SNMP   

IN_PKTS Total Number of Packets received in this time frame 

IN_BYTES Total Number of Bytes received in this time frame 

FIRST_SWITCHED Start Time stamp 

LAST_SWITCHED Stop Time stamp 

L4_SRC_PORT Layer4 Source Port number 

L4_DST_PORT Layer4 Destination Port Number 

TCP_FLAGS Check Chart 

PROTOCOL Check Chart 

SRC_TOS Check Chart 

SRC_AS Source Autonomous System 

DST_AS Destination Autonomous System 

IPV4_SRC_MASK   

IPV4_DST_MASK   

  
 
 
 



Collection Interval 
This NetFlow data is collected in every 1 minute interval.  nProbe will collect the NetFlow data and organize it by creating directories in "Year/Month/Date/Hour" 
manner. 
The following is a snapshot of 33 minutes of NetFlow data gathered on 2010-09-22 between 10:00AM - 10:33AM. 
  

 
 
For more information on nTop & nProbe, visit: 
 
http://www.ntop.org/news.php 


