Setting up the SSH Tunnel

This process enables you to connect from local host to a remote host residing on a different network

SSH to B1 Port<-->IPaddress
Mapping

me

Devices in different
network

Creating SSH Connection

Host Name = Router's IP Address seen by local host.
Port = 22 (SSH)
Saved Sessions = name as you please

Basic options for your PuTTY session

Specify the destination you want to connect to
= Terminal

- Keyboard Host Mame {or IP address)
- Bell 1282923253 72

- Features CR
= Window () Telnet ) Rlogin @ SSH () Serial

- Appearance
. gzﬁauiour Load, save or delete a stored session

.. Translation L Saved Sessions
- Selection 1 B1-Tunnel

~ Colours Default Settings
-Connection 152168112

B1
B1-Tunnel
DISMN_Probe_¥P-Tunnel

Close window on ext:
() Aways () Never (@ Only on clean exit




Configuring Port<-->IP Mapping

Connection>SSH> select "Enable compression"

Category:
=1 Teminal - Optiong controlling S5H connections
gelxi'bnard Data to send to the server
Feeatures i Remote command:
= Window
-~ Appearance Protocol options
- Behawviour
.. Translation [ Mant etad 2 chall or caommand at all
- Selection Enable compression
- Colours Frefemed 5oH protocol version:
[=- Connection @lonly @1 @2 () 2 only
! r Encryption options
Encryption cipher selection policy:
AES (S5H-2 only)
Blowfish
3DES
- wam below here -
Arcfour {S5H-2 onlfy)
DES
R [] Enable legacy use of single-DES in S5H-2
[ Cpen J [ Cancel

Connection>SSH> Tunnels>

ﬁ PuTTY Configuration

|23

Category:
- Keyboard - Options controling S5H port forwarding
- Bel Part forwarding
- Features )
& Window | [[JLocal ports accept connections from cther hosts
. Appearance [7] Remate ports do the same {SSH-2 only)
. Behaviour Forwarded ports:
* Translation 133232 192.168.1.232:3389
- Selection L33050 192.168.1.50:3389
- Colours
=-C i
= Tg;amn Add new forwarded port:
- Prowgy Source port 33050 Add
- Telnet =
.- Rlogin Destination 152.1628.1.50:3385
- 55H @ Local () Remote () Dynamic
L @ Auto &) IPv4 i) IPv6
About [ Open l [ Cancel l

Note: the source port can be any number that does not create conflict with other source ports. Hence, make it a unique
source port for each device and do not use any of the common TCP/UDP ports.

The following is a good convention for Source Port numbering.



Ex:
Source port: 33050 (33|050 = 33(1st 2 digits of RTP TCP socket, 3389 | 050(192.168.1.50))
Destination: 192.168.1.50:3389 (3389 = TCP socket for Remote Desktop Protocol))

Press Add

Source Port = Port on PC
= 33050

]
192.168.1.50: 3389
DestIP : RDP

Note: You can add multiple mapping as long as the remote device is in the same remote network.

@Session
Save
ﬁ PuTTY Configuration ﬂ
Categary:
B~ S_ession - Basic options for your PuTTY session
. Logging Specify the destination you wart to connect to
=)~ Terminal
Host Mame (or IP address) Port
. Keyboard
Eell 128.25.29.253 22
L - Features Connection type:
= Window (C)Raw () Telnet ) Rlogin @) SSH () Serial
ﬁppea@nce Load, save or delete a stored session
b - Behaviour
... Translation - Saved Sessions
- Selection B1-Tunnel|
-~ Colours Default Settings
[=l- Connection 152168112
- Diata B1
- B1-Tunnel
o DISN_Probe_XP-Tunnel
- Telnet
. Rlogin
i - 55H
f:h M Cloze window on exit:
() Mways () Mever (@ Only on clean exit
b X1 -
About [ Cpen J l Cancel

Load the tunnel you just created. It will log you on to the B1 server



@ 128.29.29.253 - PuTTY

Setting up a RDP session

It should read:

Localhost:SourcePort# (must match the source port from PuTTY settings)

Computer: DISA_Probe_XP:33050

Your computer name must match the host name!

ﬁ Remote Desktop Connection

Remote Desktop
Connection

LComputer:

Uger name:  Mone gpecified

You will be asked for credentials when you connect,

[ Connect ” Cancel ][

Help

] [ Optionz »>

Category:

=) Terminal

- Keyboard
- Bell

- Features

= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

- Connection

About

m

Cptions controling SSH port forwarding

Port forwarding

Local ports accept connections from other hosts
Remote ports do the same (SSH-2 only)

Forwarded ports: | pE—
123012 132.168.1.12:23
133232 192.168.1.232:3389
Add new forwarded port:
Source port | Add
Destination
@) Local Remcte Cynamic
@ Auto IPvd IPvé
Openi ] | Cancel




Configuring the Hostname (Windows)

By Default, the host name should be "localhost". If you want it to be something different follow this instructions.
Note: This is not required unless seeing "localhost" on the remote desktop connection really bothers you.

To have the desired name show for logging into RTP, you must change the host name of the local host name.
Look for Host file under following directory:
C:\Windows\System32\drivers\etc

PCHEALTH ' Name
Performance

PLA

PolicyDefinitions

Prefetch

Registration

|| hosts
__| Imhosts.sam
|| networks
_| protocel

] services
RemotePackages

rescache
Resources
SchCache
schemas
security
ServiceProfiles
senvicing
Setup
ShellNew C:\Windows\System32\drivers\etc
SoftwareDistribution
Speech
system
System32
0409
Advancedinstallers
4. appmgmt
ar-SA
bg-BG
Boot

m

catroot
catroot2
Codelntegrity
com
config
e-CZ
da-DK
de-DE
Dism
drivers
en-Us
etc
UMDF
DriverStore
DRVSTORE

Set local host = 127.0.0.1
If you want the name to match on the RDP window:
The host file should match the login name:



-
Q{ C\Windows\System32\drivers\etc\hosts - Notepad++

File Edit 5Search View Encoding Language Settings Macro Run  Plugins  Window 7
cHEHB sGalibhD e/t 2s|BE

B changelog | B protected html | B Recommendtd  [=] hosts I

SI1([ER I EENREEasy =@y

1 # Copyright (c) 1993-2009 Microsoft Corp.
R
5 # This is a sample HOSTS file used by Microsoft TCE/IP for Windows.
4
5 # This file contains the mappings of IP addresses to host names. Each
& # entry should be kept on an individwal line. The IP address should
7 # be placed in the first column followed by the corresponding host name.
8 # The IP address and the host name should be separated by at least one
2 % space.
10 #
11 # Additionally, comments (such as these) may be inserted on individual
12 # line= or following the machine name denoted by a "$#' symbol.
13 #
14 # For example:
15 #
1a # 102.54.594.97 rhino.acme.com # source server
17 % 38.25.63.10 X.3cme.com # x client host
12 # localhost name resolution is handled within DN5S itself.
20 # 127.0.0.1 localhost
21 # HE localhost
22
23 localhost name resolution is handled within DN5S itself.
4 127.0.0.1 Purplel’?
25 127.0.0.1 DISR Probe XP
26
27
£0
Mormal text file length : 949  lines: 28 Ln:1 Col:1 Sel:0 Dos\Windows AMSI INS

| Remote Desktop
»¢ Connection

Computer: D15A Probe XP:33060

User name:  MM154560-PChadministrator

ou will be asked for credentials when you connect.

= Dptions [ Connect ][ Help




Windows --> CentOS (Cross Platform RDP)

Set Remote Desktop configs as follows:

On the Remote device (In this case CentOS Linux distro), configure as follows.

a l| &7 Preferences » Accessibility

Hig Edit View  Termin @ Administration  * @ More Preferences
[1x1a@mm143307-pc ~]§
bash: ifconfig: commz @Hel .About Me
{1x1a0an143307-pC <14 . @ Desktop Background
ethl Link encap: Qg About GNOME p 9

inet addr:1 L

inet6 addr:

up BROADCAS (B Lock Screen

RX packets: e

Log Out ixia...

TX packets: 52 9

collisions: Shut Down...

RX bytes:Slovwcweyvoivrixuy—1

Interrupt:58 Memory:fe9f0000-f¢ % Menus & Toolbars

& Mouse

@ File Management

% Fonts

@ Keyboard

& Keyboard Shortcuts

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.¢
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:1643
RX packets:1422 errors:0 drop
TX packets:1422 errors:0 drop

& Network Proxy

Personal File Sharing

= Remote Desktop

ixia@mm143307-pc:~

File Edit View Terminal

Password:

Last login: Mon J
Sun Microsystems

-bash-3.00$% su ro
Password:

# ping 172.30.151
122-22-151.,70 1is

collisions:0 txqueuelen:0
RX bytes:2270556 (2.1 MiB) T

ferences|7> 30.151

@ Screen Resolution
Link encap:Ethernet HWaddr 00: —

inet addr:172.16.48.1 Bcast:13 Screensaver

vmnetl

"N
Screenshot- Q) sound

iXia@mm143307-
pc:~.png Theme

@) Volume Control

Ia Windows

172.30.151.71 1is

# dvgwin
dvqwin: not found
# exit
-bash-3.00$ dvqwi
[1] 935
-bash-3.00s []

Sharing

&)

Users can view your deskt

yncviewer mm143307-pc:0

Security

Tabs Help

‘Remote Deskt.

THIS SYSTEM IS FOR USE BY TELCHEMY PERSONNEL WITH SECURE SYSTEM
ACCESS AUTHORITY ONLY. USE IS MONITORED BY TELCHEMY ITS.

Preferences

[/] Allow other users to view your desktop

/] Allow other users to control your desktop

password:

Using VNC (Sharing View of current Session)

Allows remote party to share the view of the current login session

Server

n
c E ncryption: I.-’-'-.Iwa_l,ls [Iff j

Options... | QF. I

About... |

¥NC ¥iewer : Connection Details I

op using this command:

@ol your desktop:

R ——




Using NoMachine (Logging Into a Remote
Machine)

Logging directly onto a remote machine.
Use NoMachine Application as follows

Fill in login credentials of the remote system you are logging into.
Session: notation for yourself. Description for the login.

NX =
NOMACHINE
Login Ii:-:ia
Fazsword I"“““’“"“"1
Seszion I Telchemy ;I

[~ Login as a quest user

Configure. . | Loain Cloze |

Host = Destination IP
Port = 22 (SSH)
Desktop = select OS

o tehemy mEE|
NOMACHINE

General |f—'«dvanu:ed | Services | E nivironment |.~'-\I:u:uut |

—Server

Host [172.30.151.63 Part |22

[~ Remember my pazsward Keun...

—Desktop

[ Ui | |GNOME =] Settings... |

MODEM IS0M A0S0 AN LﬁN
—Display

| Available area =] wison 4 H e F

[~ Use custom settings Settings... |

[~ Spread over multiple moritars

Delete Save LCancel |




Leave as default
NX - Telchemy M= E3

NOMALCHINE

General  Advanced |Services | Enviranment |.-’-‘-.b0ut |

—Metwork,

[~ Disable encryption of all traffic

[~ Dizable ZLIB stream compression

[~ Connect through a HT TR prosy Settings... |

— Sypstem
[~ Grab the keyboard when the client has focus

[~ Disable DirectDraw for screen rendering

[~ Disable deferred screen updates
Cache:

In memary I 16 Mb 'l O dizk I B4 Mb 'I

Remove all cache filesl

Delete | Save

LCancel |

Leave as default

NX - Telchemy M= E3
NOMACHINE
General | Advanced | Semvices Environment ‘.f-\bnut |

—ser M directorny
IC:\Dncuments and Settingz\Administratars. ns _I

[¥ Remove old session files

—Syztern M directony
IC:'\F’rngram FileghMi Client for Windaws _I

—Font server

[~ Use fant server

Host | Port |7100

—Select N fonts

Default 8, MS Shell DI | Fwed 2, Courier

Delete Save LCancel |




