SIP (Session Initiation Protocol)

e Responsible for Session Setup/Modifying/Teardown of a RTP Stream.
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SIP Packet Capture



NOTE: The following is packet capture from an Active VolP Test Traffic Generator. These probes do not require a SIP
server, hence some of the transmissions to the SIP server will be transmitted directly to between the end devices.

SIP Call Setup

From Time Length  Source Destination Protocol Summary
(v User 10:3815820 718 192168.223.70 192.169.2301 SIF INWITE siptermyuat @192 1658 2301 SIP/2.0
= MNet 10:39:15.821 352 192.169.230.1 192.169.223.70 SIP SIPr2.0 100 Trying
 Met 10:39:15.821 425 192.169.230.1 192.169.222.70 SIP SIPr2.0 180 Ringing
 Met 10:39:15.821 679 192.169.230.1 192.169.223.70 SIP SIPF2.0 200 QK
¢ User 10:38:15822 335 192168.223.70 192.169.2301 SIF ACK siptcrmyual @192.169.230.1:5060 SIR/2.0
 Met 10:39:15.857 218 192.169.230.1 192.169.223.70 RTP Audio SSRC=1357833597 Seq=15691
¢ User 1003915860 218 192.169.223.70 192.169.230.1 RTP Audio SSRC=4008740144 Seq=47168
= Met  10:38:15876 218 192.168.230.1 192.169.223.70 RTF Audio S8RC=1357833507 Seq=15692
Frame source: (User) ;I Hex Decode
Length: 718 0o: 00 17 d4f ba 44 00 00 03
Time: D7/28/11 10:39:15.820 Pacific Daylight Time 0&: ed b e4 19 08 00 45 00
Ethernet 10: 0z »d 00 00 40 00 3F 1l
Internet Protocol (IF) 1&: £2 94 c0 a9 df 48 o0 ad
E User Datagram Protocol (UDF) 201 6 0l 13 4 13 o4 D2 8l ..e.....
Source Port : 5060 3IP
Destination Port: 5060 SIP 28: 8L 3e 48 de 56 48 a4 4l 'qm_'lm
Data Length: €81 30: zo 73 63 70 3a 74 63 6d  .sipiton
Checksum: UxBE3c 381 79 75 61 31 40 31 33 32 yualBloz
E Session Initiation Protocol (SIP) 40: Ze 31 36 38 Ze 3z 33 30 -168.230
INVITE sip:temyual@l9z, 169,230.1 SIF/2.0 4g: ze 31 20 53 49 S0 2f 32 .1.5IR/2
¥ia: SIB/Z.0/UDP 192.169.223.70: 5060 ;branch=z3hG4bKctei?73c833a364c,; rport 50: 2e an 0d Oa 56 69 61 3a L0..¥ia:
From: <sip:@192.169.223.70>;tag=4195464938 58 z0 53 49 50 Zf 3z Ze 30 LEIP/2.0
'é'g: (Sip;;‘;‘%‘ﬁwlgz'159'23°'D 60 zf 55 44 S0 20 31 39 32  SUDP.192
eq: .
Call-ID: 6918551760app50 68: ze 31 35 39 ze 32 3z 33 .169.223
Conmtact: <sip:B192.169.223.70: 5060; transpor t=udps 70: Ze 37 30 Fa 35 30 36 30 .70:5060
Allow: INVITE, ACE, CANCEL, BYE, MESSAGE Tar 3 6z F2 6l Be 83 68 3d  ;branch=
HMax-Forwards: 70 80: Ta 38 66 47 34 62 ah 63 z8hGAbEC
Content-Type: application/sdp a8 36 65 3z 37 37 33 63 38 6e2773ch
Content-Length: 272 a0z 33 33 61 33 38 34 63 3b 33a3640:;
\r;n 23 7290 66 72 74 04 Da 46 rport..F
w= N
o=- 2950746058 1 IN IP4 192.169.223.70 Al 72 60 &l de 20 3c 73 69 mohi.<al
SSTP fall 48: 70 3a 40 31 39 32 2 31 p:@lse.l
1=TXEWNTAGMDASHE ZCHUE 21 E LTG0 oY zEROVRRNDY o ¥ L DU ZMDE M C ADHD AWHC Ay El: 3638 Be 32 32 33 2 37 65.333.7
c=IN IP4 192.169.223.70 Ea: 30 e 3h 74 6l &7 3d 34 0 tag=4
t=0 0 co: 31 39 35 34 36 34 39 33 19546493
a=cat: VuSIUFIHNzEx TDU4NT ) zNzk IMDEYN 02054t ca: 13 od Oa 54 &F | 20 3c G..To:.<
w=audio 30000 RTR/AVE O Do: 73 69 70 3a 74 63  6d 79 aip:tomy
afsin‘i“_c; - Da: 75 61 31 40 31 39 32 2ze ualfilsz.
asrtpmap: I EO: 31 36 39 Ze 32 33 30 Ze 169.230.
asptime:z0 =
e | H 31 3 0d 0a 43 53 65 7l 1»..CSeq
From  Time Length  Source Destination Protocol Summary
¢ User 1003915820 719 192.169.223.70 192.168.2301 SIF INYITE sipctcrnyual @192.169.230.1 SIPf2.0
@ Met 10:3315821 352 192.169.230.1 192.169.223.70 SIP SIP¥2.0 100 Trying
 Met 10:39:15.821 425 192.168.230.1 192.169.223.70 SIP SIPr2.0 180 Ringing
 Met 10:39:15.821 679 192.169.230.1 192.169.223.70 SIP SIPr2.0 200 Qk
 User 1003915822 339 192.169.223.70 192.168.2301 SIF ACK sipcteryual @192.169.230.1:5060 S1RI2.0
= Met 10:39:15.857 218 192168.230.1 192169.223.70 RTF Audio S8RC=1357833597 Seq=15691
¢ User 10:3315860 218 192168.223.70 192.169.2301 RTF Audio SERC=4008740144 Seq=47168
 Met 10:39:15.876 218 192.169.230.1 192.169.223.70 RTP Audio SSRC=1357833597 Seq=15692
Detail Decode Hex Decode
Packet Humber: 2 oo: oo 03 ed bi ed 13 oo 17 e
Frame source: (Network) 05: df  ba d4 00 0 00 45 00 ...... E.
Length: 352 10: 0l 4 00 00 40 00 3d 1l LH..R.=.
.T;n;;: U?;;Zﬁfll 10:39:15.821 Pacific Davlight Time 18: £6 03 o0 a9 a6 a1 o0 a9
EeYre
Internet Protocol (IP) 20: de 46 13 cd 13 cd 01 =
£ User Datagram Protocol (UDP) 28: 3d o4 53 49 50 2t 32 2e
Source Port : 5060 SIP 30: 30 20 31 30 30 20 sS4 72
Destination Port: 5060 SIP 38: 79 69 fe 687 od Oa 56 69
Data Length: 314 40: 6l 3a 20 53 49 50 2f 32
Checksum: Ox3dcd 4a: ze 30 26 35 44 S0 20 3l
[E Session Initiation Protocol (SIF) 501 39 3z ze 31 36 39 ze 3z
3IP/2.0 100 Trying i
Via: 3IP/Z.0/UDP 192.169.223,70:5060;branch=z%hG4bKcteZ?73cd33a364c rport=5060;received=192, 169, 223 58: e 33 ze 37 a0 3 33 o
70 60z 3% 30 3 62 7z 6l 6e 63
From: <sip:@192.169.223. 70> tag=4195464938 68: 68 3 7a 35 68 47 34 62 h-cShGdb
To: <sip:temyual@192.169.230.1» 70: an 53 35 65 32 37T 37T 33 KcoeZnid
C3eq: 1 INVITE 781 63 3% 33 33 6L 33 36 34 c833adsd
Call-ID: 691855178@app50 80: €3 3 72 70 B T2 74 3d crrports
Allow: INVITE, ACK, CANCEL, BYE, MESSAGE 88: 35 30 36 30 3 72 65 63  5060;rec
E”i“e“’]‘eng‘h’ o a0 65 69 76 65 64 3d 3l 39  eived-19
i 981 32 2e 31 36 39 2e 32 32 2.169.22
a0: 33 ze 37 30 0d 0a 46 7z 3.70..Fr
FtH 6f &d 3a 20 3o 73 69 70 om: . <3ip
BO: 3a 40 31 39 32 ze 31 36 :@192.16
E&: 39 ze 32 32 3F  Ze 37 30 9.223.70
co: 32 3 74 61 67 3d 34 31 >rrag=dl
ca: 3 35 34 36 34 33 33 38 95464338
Lo: od Oa 54 6f 3a zn 3o 73 Toi.<s
Dé: €9 70 3a 74 B3 64 79 75 iprtouyu
E0: 6l 31 40 31 39 32 2ze 31 al@lse.l
E&: 3 39 2e 32 33 30 2e 31 69.230.1




SIP Call Setup (continued)

From Time Length  Source Destination Protocal Summary

(" User 10:38:15830 718 192169.22370  192.169.230.1 siP INVITE sipcternyuat @192.169.230.1 SIPi2.0
¢ MNet  10:2815821 3582 102.169.230.1 102168.223.70 El SIP/2.0 100 Trying
@ MNet 10:3815821 426 102.169.230.1 102.168.223.70 SIP SIP2.0 180 Ringing
¢ Net 10:3815821 878 102.188.230 1 102168 22370 SIP SIP2.0 200 OK
© User 10:38:15822 335  192169.22370  192.169.230.1 sIP ACK siptemyuat@192.169.230.1:5060 S1P72.0
© Net  10:38:15857 218 192.169.230. 192169.22370  RTP Audio 6SRC=1357833597 Seq=15631
© User 10:38:15860 218 192169.22370  192169.230.1 RTP Audia SSRC=4008740144 Seq=47160
¢~ Net 10:38:15876 218 192.169.230. 192169.22370  RTP Audio SSRC=1357833507 Seq=15692
Detail Decode Hex Decode
Packet Number: 3 00: 0 03 =4 b8 ed 18 00 17
Frame source: (Hetwork) 08: 4f ba A4 00 08 00 45 00
Length: 425 10: oL 87 00 00 4 00 3 1l
Time: 07/28/11 10:39:15, 821 Pacific Daylight Time La: f5 ba 0 a3 et 0L oo am .
Ethernet
Internet Protocol (IP) a0 groae 13oed 13 ed DL ESLF .
[l User patagren Prococol (UDP] 28: 8a 35 53 48 S0 2f 32 Ze . SSIBJE.
Source Port : 5080 SIP a0 30 20 31 38 30 20 52 69 O0.180.Ri
Destination Port: SO0 SIP 38: 6e 67 63 6e 67 04 Oa 56 nging..V
Data Length: 357 a0 69 6L 3a 20 53 49 50 2f  iar.5IB/
Checksun: 0x8d35 48 32 ze 30 26 55 44 80 20 2,0/UDR.
B Session Initiation Protocol (SIP) 50: 3L 38 32 2e 31 36 39 2e  192.169.
5IP/2.0 180 Ringing . .
¥ia: SIP/2.0/UDP 192.169.223.70: S060;branch=z9nGAbKo6e2 773083383640 : port=5060; recelved=192, 169, 223 sa 2m 3 Ze 7 W0 34 3% 2EL0:8
s 60: 30 36 30 B 62 72 6L e 060:bram
From: <sip:@192.169.223. 70> ;tag=4195454938 682 63 €% 31 7a 39 68 47 34 ch-zdhbd
To: <gip:rowynal@192. 169,230, 1 3 tag=2226374547 70: 62 4 63 36 65 32 37 37  DbHehe2?7
Cieq: 1 INVITE 781 33 63 38 33 33 6L 33 36 30833a36
Call-ID: 6919551788apps0 80: 38 &3 3 72 70 6E 72 T4 dc;rport
Contact: <sip:tonyualBl92. 169,230, 1: 5060; Lransport=udp> a8: 34 35 30 36 30 ab 72 65  -506Dsre
‘éu”“” ITI'”;;.“EK' CANCEL, BYE, MESSAGE s0: 63 65 63 76 65 64 3 3l ceivedsl
\SZEDE’ ength 98t 33 3z ze 3l 36 3% 2 32 92.189.2
a0: 32 33 2= 37 30 04 Da 46 23.70..F
a8: 72 6f 61 3a 20 3¢ 73 69  romi.<si
B0: 3 40 31 39 32 ze 3l piBlaz.l
B8: 36 3 2= 32 32 33 ze 37 69.223.7
co: M 3 3 74 6l 67 34 M Oxraged
c8: 3L 39 35 34 36 34 39 93 19545493
DOt 3 04 02 sS4 6L 3a a0 3¢ 8.To:.<
Da: 73 63 70 32 74 63 64 79 sipitemy
z0: 75 &l 31 40 31 38 3z ze uwalBlgz,
8: 3L 36 39 Ze 32 33 30 Ze 169.290.
From  Time Length  Source Destination Pratacol Summary
¢ User 10:3915820 719 19216932370  192168.230.1 SIP INVITE siptermyuat @192.169.230.1 SIP/2.0
¢ Net  10:3815821 352 192.168.2301 192169.223.70 =l SIP/2.0 100 Trving
¢ Met  10:3816821 428 1082.168.230.1 192168.223.70 SIF SIP/2.0 180 Ringing
@ Met 10:3815821 678 16821682301 192168.223.70 SIF SIP/2.0 200 OK
C User 10:39:15822 335 19216822370  192168.230.1 SIP ACK siptemyuat @192.169.230.1:5060 SIP2.0
 Net 10:3915857 218 1921692301 192169.22370  RTP Audio 65RC=1357833597 Geq=15601
€ User 10:39:15860 218 19216922370  192.168.230.1 RTP Audio S8RO=4008740144 Beq=47168
 Net  10:3915876 218 192603304 192169.22370  RTP Audio S5RC=1357833507 Seq=1562
Facket Nuber: 4 Hex Decode
Frame source: (Network) 0oz 00 03 =4 bE e4 19 00 17
Length: 673 08: df ba 44 00 08 00 45 00
Time: 07/26/11 10:38:15.021 Pacific Daylight Time 10: 0z 95 00 00 40 00 33 1L
Ethernet 18: £4 bc c0 a3 e6 01 o0 &g .
Internst Protocol (IF) 20 af 46 13 o4 13 o4 02 81 LFe.....
[ User Datagran Protocol (UDF) .
e e zex 66 5= 53 4% S0 2 32 2e  £25IR/E.
ectination Ports S0s0 STF a0: S0 20 3 3 3 a0 A A 0.200.0K
Data Length: 64l 38: 0d 02 56 6% 6L da 20 53 ..Via:.§
Checkswu: 0x6658 a0 49 50 26 3z ze 30 2t 85 IRJ2.0/U
[ Session Initiation Protocol (SIF) 48: 44 S0 20 31 3 32 2e 31 DR.ISZ.
SIP/Z.0 200 OK s0: 36 39 ze 32 32 33 2 37 69.223.7
Via: §IE/Z.0/UDP 192.168.223.70: S060;branch=zshG4bKoee27730033a3640; rport=3060; received=192, 168, 223 58 30 3a 35 30 36 30 36 62 0:S080:k
oo <« 152, 163,223, 70> ; Lag=4135464935 o BBl fe E3ERED a3 xanchesd
Tom: <sip:B19Z, 169,223, T tag= .
To: <sip: teuyualB192. 169,230, 1> tag=2226374547 se: g8 47 34 62 b 63 36 65 hbdDKoee
Cheq: 1 INVITE 70: 32 37 37 33 63 38 93 33 2773c833
CalloID: 631855L75@app50 781 61 33 36 34 63 3 7z 70 adedcr
Contact: <sip:tcmyualflSZ, 168,230, 1:5060; ransport=udp> 80: 6f 72 74 3 35 50 36 30 ort=5060
Allow: INVITE, ACK, CANCEL, GYE, ME3SAGE 88: 3 72 85 63 65 69 76 65 sreceive
Content-Type: application/sdp 90: 64 3d 31 33 32 Ze 31 36 d=192.16
Contenc-Length: 226 98: 39 ze 3z 3z 33 oz 37 30 9.223.70
:}fg“ a0: 0d 0a 45 72 6f 64 3a 20 ..From:.
2350746059 2 IN 1Pd 192.16.230.1 s % 73 63 T 3a 40 31 39 <sipiBld
TP Call B0: 3z ze 31 3 3 ze 3z 3z 2.168.22
1=TXEuMH AvIDAVOTEGN) TIRKISESACTGHTTL LN Ax IGH0TT 1k 2302 IDAGHCAN BS: 33 ze 37 30 3e 3 74 6l
N 1p4 192.168.230.1 co: 67 3 34 3L 39 35 34 36 g=410545
o c8: 3a 33 33 38 04 Oa 54 6f 4998..To
a=cat:LIALICOg na: 3= 20 3¢ 73 68 70 3a 74 r.<sipit
udio ?goggr{sf:éggp 0 Da: 63 6d 79 75 61 31 40 31 coyualBl
Tnan! E0: 39 32 2e 3L 36 39 2e 3z 92.169.2
a=ptine: 20 L
E8: 33 30 ze 31 % S 74 6l 30.1:ta
From Time Length Source Destination Protocol Summary
© User 10:38:15820 718 192169.22370  192.169.230.1 sIP INVITE siptomyuat @192.168.230.1 SIPi2.0
© Net  10:38:15821 352 192.169.230. 192169.22370  8IP SIP12.0 100 Trying
© Net  10:38:15821 425 192.169.230.0 192169.22370  8IP SIP12.0 180 Ringing
¢ Net 10:38:15821 679 192.169.230. 192169.22370  SIP SIPf2.0 200 OK
& User 10:3915822 335 192.169.223.70 192.168.230.1 siP ACK siptemyual@192.169.230.1:5060 SIPF2.0
¢ MNet  10:3815.857 218 102.169.230.1 102.168.223.70 RTF Audin SERC=1367T933507 Seq=15681
¢ User 10:3816860 218 102.168.22370 102 168.230.1 RTF Audin S8RC=4008740144 Seq=47168
© Net 10:3815876 218 192.169.230.1 192169.22370  RTP Audio S5RC=1357833597 Seq=15692
Detail Decode Hex Decode
Packet Mumber: § 17 df ba d4 00 00 03
Frame source: (User) 08: ed b3 e4 19 08 00 45 00
Length: 335 10: 0L 3d 00 00 40 00 3f 11
Time: 07/28/11 10:39:15.022 Pacific Daylight Time Los c2 14 o0 a5 dr 45 oo as
thernet N
termet Protacol (IP) 20: e6 01 13 4 13 c4 0L 23
[ User Datagram Protocol (UDF) 28: feo 82 4l 43 A 20 73 6
Source Port : 5080 SIP 30: M 3 74 63 6d 78 75 6l
Destination Port: 5060 SIF 38: 3L 40 31 39 32 2 3 36
Data Length: 237 0: 3 ze 32 33 30 2 3 3a 9.2,
Checksun: 0x7c82 48: 35 30 3 30 20 53 43 50 S060.5IP
[l Session Initiation Pratocol (1P} so: i 3z ze 30 04 o0a se 68 szo..vi
ACK sip:tcmynal@193. 169,230, 1:5060 SIF/2.0 : :
Via: $IP/2.0/UDP 192.169.223.70: 5060 ;branch=zShGAbKZbE 587a3ac96d62b  rport. o8 6l 3a Z0 5349 S0 EE o ar e dlR2
From: <sip:@192.169.223. 705 tag=4195454938 603 Ze 30 2 55 44 50 20 Bl LO/WDR.L
To: <sip:towyual@192. 169.230. 1> tag=2226374547 68: 38 32 ze 31 36 33 2e 32 S2.185.2
Cieq: 1 ACK 0 sz 33 o2& 37 30 3a 35 30 23.70:50
Call-ID: 691955178@appS0 8: 36 30 3 62 72 6L Ge 63  60;branc
Max-Forwards: 70 80: 68 3d 7a 39 68 47 34 62 h-z9hGdd
Content-Length: 0 88: 4 3z 62 86 35 38 37 6L K2bfSeTa
rin 90: 33 6L 63 39 36 64 36 32 3acosdse
88 62 3 7z 70 66 72 M 04 Dbrrporc.
a0: 0a 46 72 6f 64 3a 20 3¢ .From:.<
A8 73 68 70 3a 40 3L 38 32 sip:fl92
B0: 2e 31 35 39 2e 32 9z 93 .169.223
B8: ze 37 3 3 3 74 6L 67 .T;tag
co: 3d 34 31 39 35 34 36 34 =4195464
cs: 39 3@ 38 04 0a sS4 6L 3a
D0: 20 3 73 69 70 3a 4 &3
Da: 6 79 75 61 31 41 3L 39
E0: 32 ze 31 35 39 ze 92 33
za: 30 ze 31 3 3 74 6l 67 0.1xtag




SIP Session Teardown

From Time Length Source Destination Protocol Summary
¢ Met 12:10:31.048 218 192.169.2301 192.1689.223.70 RTP Audio SSRC=998022158 Seq=4653
¢ User 1210:31.080 218 192.169.223.70 192.169.230.1 RTP Audio SSRC=720345257 Seq=17507
" Met 12:10:31.067 218 192.169.230.1 192.169.223.70 RTP Audio SSRC=098022158 Seq=4654
¢ User 1210:31.070 138 192.169.223.70 192.169.230.1 RTCP SR: 8SRC=720345257
& User 12:10:31.071 518 192.168.223.70  192.168.230.1 SIP BYE sipdermyual @182.168.230.1:5060 SIF/2.0
Met 12:10:31.071 600 1921692301 192 189.223.70 SIP SIP/2.0 200 OK
¢ Met 1210:31.071 138 192.169.2301 192.1689.223.70 RTCP SR: S5RC=098022158
¢ User 121031072 118 192.169.223.70 192.169.230.1 RTCP RR: SSRC=720345257
Detail Decode Hex Decode
Packet NMumber: 4404 00: 00 17 df ba d4 00 00 03
Frame soucce: (User) 08: ed b3 ed 13 08 00 45 00
Length: 518 ) ) 10 0L f4 00 00 40 00 3£ 11
T1n‘1:;: DTJ;ZS/JJ 12:10:31.071 Pacific Daylight Time 18: 3 5d e an ar a6 o0 ag
Ere
Internet Frotocol (IF) 20t e6 01 13 cd 13 o4 0l el .. ..
o User Daragram Prorocol (IDP) 281 17 3 42 53 45 20 73 63 . BYE.sl
source Port : 5060 SIP 30: 70 Ja 74 63 ad 78 75 6l p:towmyua
Destination Port: 5060 SIP 36: 31 40 31 38 3z ze 31 36 1AL8z.16
Data Length: 430 40: 3% 2e 3z 33 30 ze 31 3a  9.230.1:
Checksun: 0x173b 48: 35 30 38 30 20 53 48 50 SO060.SIP
= sesm}a?‘?;mu“mn f;f;zzocfég t:zsgll 5060 3TP/2.0 50z 2 3z ze 30 04 Da 56 69 J2.0..VL
sip: temyua! .169. .1: . ) .
Via: SIP/Z.0/UDP 182.165.223.70:5060;branch=z0hG4bKeodadc3ad68basebo rpoEt 58: 6l 3 20 = 42 =0 2t % a:.3lp/2
From: <sip:B192.169.223.70>;tag=1511811784 so: Ze 325544 5020 3l LO/UDP.L
Ta: <sip:temyualBl92. 169, 230. 1> tag=3449595253 66: 39 32 2e 31 36 35 Ze 3J2  92.169.2
C3eqg: 2 BYE q0: 3z 33 2e 37 30 3a 35 30 23.70:50
Call-ID: 34581115ZBapp50 78: 3 30 3 62 72 6l 6 63 60:branc
FReason: 0.850 :cause=16 80: 68 3d Ta 39 68 a7 34 62  h=z%hGdb
Max-Forpards: 70 86: 4 63 84 61 34 63 33 6l Kodadeda
Em‘ée“z'?pe;h_‘e’l‘;éplam 50; 39 3 38 62 38 38 65 35 966b8GeS
\f\lne“ engthi 98: 63 30 7z 70 6 72 74 0d cirport.
MCWULDYZLDASNT] sHzNsHzNsMCmoLDAS [IE S dxNAkul [zLIE1 LIMsT1E SMidxh kulti IxL3 T1LDQs TIEIMI 4cHi AyMiEulST AD: la 46 72 60 6d  Ja 20 3¢ L Fromi.<
SHTNsTIESMI AN kulliMuL IE1 LDy AB: 73 69 70 3= 40 31 39 32 sipiBlez
BO: Ze 31 3 38 2e 32 32 33 .169.223
EBS: Ze 37 30 3 3 74 6l 67 . TO»rtag
co: 3d 31 35 31 3l 3@ 31 31 =15118l1
ca: 37 3% 3 04 Oz 54 6f 3a 784..To:
Do: 20 3c 73 69 70 3a T4 63 .£8ip:te
Dé: 6d 78 75 61 31 40 31 39 wyual@le
EO: 3z 2e 31 36 39 ze 32 33 2.189.23
Eé: 30 2e 31 3 3 74 6l 67 0.lw:tag
From Time Length Source Destination Protocol Summany
 Net 12:10:31.046 218 192.169.230.1 192.169.223.70 RTF Audio S5RC=998022158 Seq=4653
¢ User 1210:31.060 218 192.1689.223.70 192.169.230.1 RTF Audio SSRC=T20345257 Seq=17507
 Net 12:10031.067 218 192.169.230.1 192.169.223.70 RTF Audio SSRC=995022158 Seq=4654
 User 1210:31.070 138 192.169.223.70 192.169.230.1 RTCF SR:SSRC=720345297
© User 1210:31.071 518 192169.22370  182.169.230.1 sIP BYE sip:ternyual @192.169.230.1:5060 SIPIZ.0
+  Net 12:10:31.071 500 192.186.230.1 1892169.223.70 SIP SIPI2.0 200 Ok
 Net 12:10:31.071 138 192.189.230.1 192.169.223.70 RTCP SR: 5SRC=998022158
¢ User 1210:31.072 118 192.1689.223.70 192.169.230.1 RTCP RR: SERC=720345257
Detail Decode Hex Decode
Packet Number: 2405 ao: ao o3 ed ha ed 15 oo 17
Frame source: (HNetwork) 0a: df ha d4 oo 0& oo a5 an
Length: 500 o ) 10: oL ez 00 00 40 00 3d 1l ...
.T1En§l: D?/‘tzﬁfll 12:10:31.071 Pacific Daylight Time 18: 5 st o0 a0 e 01 o0 an L. .
Erne R
Tntemnet Protocol (TP 20z df 46 13 cd 13 e4 Ol ce  LF......
o ser Datagram Protocol [UDE) z8: dv 47 53 43 S0 2f 3z ze .GEIR/Z.
Source Port : 5060 SIP 30z 30 20 32 30 30 20 4f 4b  0.200.0K
Destination Port: 5060 3IP 38 0d Oa 56 B3 (2% 3a 20 53 LoWiarnls
Data Length: 462 40: 49 S0 zf 32 2e 30 2F 55 IP/R.0,/U
Checksun: Oxdbd? a8: 44 50 20 31 39 32 22 31 DP.192.1
O Session Initiation Protocol (SIF) 50z 36 39 Ze 32 32 33 2e 37 69.223.7
$TP/2.0 200 DK . i i
Via: SIF/2.0/UDF 192.169.223.70:5060;branche=zshGdbEcdadc 3a966ba0e5c; rport=5060; received=192. 169, 223 o8 305 330 % 30 62 DiS060D
T 60z 72 6l 6s 63 68 3d TJa 39 ranch=zs
Frow: <sip:B192.169.223.70% ;tag=1511811784 66: 66 47 34 62 4 63 64 61 hGdbKeda
To: <3ip:tcmyualdl9Zz.169.230. 1> tag=3449593253 70z 34 63 33 Bl 39 36 38 62 4c3a968b
CSeq: Z BYE 78: 38 3 65 35 63 3b 72z 70 88eScrrp
Call-TD: 345811152FappS0 80z 6f 72 74 3d 35 30 36 30 ore=5060
Content-Type: text/plain 883 b 72 65 63 65 69 76 65 ;receive
5“\“‘3“:'“““: 154 90: 54 34 3L 39 32 2 3L 36 d-192.16
rn
NCwsLDY 1 LDASMS wz NCwzNCUnLDASHCw i MTyL JE 205 4y Mzt TSN wiNTeyLIE2L] TyH1 4x T1wdL CTx0TIUNTY 51 TyMsdyTin 2 38 ze 3 333 Ze 3T 30 2.223.70
*NEwilTEyL IE 0S4y EulS TMTY 2 T1ESHL dxNlola [zL] cvlind A0: gd 0= 46 72 &C & 3a 20 ..From:.
Ag: 3¢ 73 69 70 3a 40 3l 39 «sip:fl9
EBil: 32 ze 3l 36 39 2e 3z 32 Z.169.22
Ba: 33 ze 37 30 3= 3 74 6l 3.70»:ta
ooz 87 3d 31 35 31 31 38 31 g=151181
c8: 31 37 38 34 0d 0a 54 6f 1784..To
Di: 3a 20 3¢ 73 63 70 3a 74 :.<sipit
DE: 63 6d 79 75 61 31 40 31 cumyual@l
Ed: 39 32 ze 31 35 39 e 32 92.189.2
E8: 33 30 ze 31 32 3 74 6l 30.1xrta




RTP (Real Time Protocol)

e Application Layer protocol. Typically transported via UDP.

e Carries the actual payload such as VolP call content or the Video content.

e RTP Packets have time stamp and sequence number so the corresponding end device can measure call
metrics such as jitter, and number of packets dropped, throughput of the call, (delay?- one way/round

trip).

RTP Packet Capture

From Time Length Source Destination Protocol Summary
¢ User 10:3915.820 719 192.169.223.70 192.169.2301 SIP INVITE sipctermyuat @192.169.230.1 SIPR2.0
¢ MNet 10:33145821 352 192.169.2301 192.169.222.70 SIP SIPF2.0 100 Trying
- Met 10:38:15.821 424 192.169.230.1 192.169.223.70 sIP SIP/2.0 180 Ringing
 Het  10:39:15.821 679 192.169.23001 192.169.223.70 SIP SIPf2.0 200 OK
 User 10:39:15822 334 19216922370 1921692301 8P ACK sipicrmyual @192.169 23015060 SIP/2.0
@ MNet 10:39:15.857 218 192.169.23001 192.169.223.70 RTP Audia S8RC=1347833597 Se=15691
¢ User 10:3915.880 218 192.169.223.70 192.169.2301 RTP Audio SERC=4008740144 Seq=47168
- Met 10:38:15.876 218 192.169.230.1 192.169.223.70 RTP Audio S8RC=1347833597 Seq=15692
Detail Decode Hex Decode
Packet Nuwber: & oo oo 03 ed ba ed 12 oo 17
Frame source: (Network) 0s: daf ha d4 oo i) oo a5 oo
Length: 218 10: 00 8 00 00 40 00 3d 1l
.T;n‘]:;: U’i.ftzs/ll 10:39:15.857 Pacific Daylight Tine 18: f5 59 ol a9 e 01 oo a9
13 44153
Internet Protocol {IF} 20 df 48 75 30 75 30 oo b4
El User Datagram Protocol (UDP) am: St c8 8O0 00 3d 4k D4 oS
Source Port : 30000 30: 46 42 50 ee e5 7d  ff 89
Destination Fort: 30000 38: 80 ) £t 0a oo 03 £f 83
Data Length: 180 EUH 80 89 £t o9 oo 02 £t 89
Checksum: 0x9fc3 43: 80 &9 ff 03 00 09 ff 83
Bl Real-Time Protocol (RTP Audio) 501 a0 a9 £f 09 00 09 £f g9
Flags: 0x&0 .
1o : Version Z (RFC 1889) SE: 80 89 £f 09 oo 09 £ff 89
) . o padding Y 80 89 £t 0a oo 0a £f 84
Tl Ho ewrension 68: 80 @9 £ff 09 00 09 ff 83
. 0000: GCSEC count 70: 80 &9 ff 09 00 09 ff 89
Type: Ox00 78 80 ) £t 0a oo 03 £f 83
0... ....: No marker a0: 80 @ f£f 09 00 09 ff &9
-000 0000: PCHO &8: 80 89 ff 09 00 09 ff &8
_ﬁi?‘f"‘e’t““ l;gg;“m an: 80 g8 ££ 03 0D 03 f£f 89
inestamp: .
SSRC: 1357833537 98: 80 89 £f 09 oo 09 £ff 89
Data: 160 octets A0: 80 89 £t 09 oo 09 £t 89
AB: 80 ) £f 0a oo 0s £f 83
BO: 80 89 £f 09 oo 09 £ff 89
ES: 80 89 £t 0a oo 0a £f 84
co: 80 a9 £f o9 oo 02 £f 82
C8: 80 89 £f 09 oo 09 £ff 89
Do: 80 ) £t 03 oo 03 cl 2c  FrEE-
Da: od cl
From Time Length Source Destination Protocol Summary
¢ User 10:3914.8200 719 192.169.223.70 192.169.2301 SIP INVITE siptermyuat @192.169.230.1 SIPF2.0
¢ Het 10:3913821 352 192.169.2301 192.169.223.70 SIP SIPF2.0100 Trying
- Met 10:38:15.821 425 192.169.230.1 19216922370 8P SIP/2.0 180 Ringing
 Met  10:3915.821 679 192.169.23001 192.169.223.70 SIP SIPF2.0 200 OK
¢ User 10:33145.822 335 192.169.222.70 192.169.2301 SIP ACK sipdcmyuat @102.169.230.1:5080 EIP/2.0
- Met 10:38:15.857 218 192.169.230.1 192.169.223.70 RTP Audio S8RC=1357833597 Seq=15651
@ User 10:39:15.860 218 192.169.223.70 192.169.230.1 RTP Audio SERC=4008740144 Seq=47168
 Met 10:38145.876 218 192.169.230.1 19216922370 RTP Audio SBRC=1347833597 Seg=14(92
Detail Decode Hex Decode
Packet Number: 7 ao: oo 17 df ba da oo oo 03
Frame source: (User) -4 ed b3 ed 13 03 oo 4% oo
Length: 218 10: 00 8 00 00 40 00 3F 1l
Time: 07/28/11 10:39:15.860 Pacific Daylight Tine 18: £4 59 ol ag df a6 oo a9
Ethernet .
Tnternst Protocal (TP} z0: e6 Ol 75 30 75 30 00 b4
El User Datagram Protocol (UDF) 28 11 gd 80 00 b3 40 fa 64
Source Port : 30000 30: B& 23 ee f0 85 30 ff 89
Destination Port: 30000 38 80 ) £f =) oo 08 £f 89
Data Length: 180 4a0: a0 89 ff 09 ao 09 £ff 89
Checksum: 0x119d 43: 80 89 ff 03 00 03 ff @3
B Real-Time Frotocol (RTP Audio) 50: a0 a9 £f 09 o0 09 £f a9
Flags: 0x&0 .
: Version 2 (RFC 1889) SE: 80 89 ff 09 ao 09 £ff 89
No padding 25 80 &9 £t 0 oo 03 £f 83
. Ho exrension 68: 80 8 ff 09 00 09 ff 82
: C3RC count 70 80 89 £t 09 an o9 £t 89
Type: Ox00 78 80 &9 £t 0 oo 03 £f 83
0... ....: No marker a0: 80 @ f£f 09 00 09 ff &9
-000 0000: PCHO &8: 0 89 ff 09 00 09 ff &9
_ﬁi?‘f"‘e’t““ 4;;:3%5123 a0: s0 89 £f 09 00 09 ff &9
inestamp: .
SSRC: 4008740144 98: 80 89 ff 09 ao 09 £ff 89
Data: 160 ootets A0: 80 g9 £t 0 oo 0 £f 89
AB: 80 a9 £f o9 oo 02 £f 89
BO: 80 89 ff 09 ao 09 £ff 89
Ef: 80 &9 £t 0 oo 03 £f 83
co: 80 a9 It o9 oo 02 s 89
[t:H 80 89 £t 09 ao 09 £t 89
Do: 80 ) £f =) oo 08 65 08
Da: 42 az




RTCP (Real-Time Transport Control Protocol)

RTCP packet will show QoS of the call between two end points.

e RTCP stream is out of band stream. Another words, it is a separate stream from the RTP Stream and will not
interfere with RTP stream.

e Note, these values are contained in the payload(Data) and which are not decrypted by VNS Probe
RTCP UDP Destination Port number = RTP stream port number + 1

RTCP Packet Capture



Packet#1

[Foaws Baber 3 1, Foame Legth ¢ 179, Captaced saze & 170

TEEE 92 3/ahA T DT VT AT T ™
WPLE Label Soack Thength @) =
TF - Tntemnet Protoeol (Length : 30) EL
Veraion = 4, header length = 20 bytes
DaEtser Field - w00 1
0000 00, BSC2 - 0 , Bese Eteore
+ .00 - ECT - Teansport protocal will nat participate in ECR
Toral length - 156 bytes 2
Identitication = 0 22
Flags - 2
C e - oty sragment
.+ vees = Laae Eraguent
Frament tfset = 0 bytes
Taae to lwve ¢ 64 seconds/heps E
Fratacel 17 @y @
Tewser chackeum - DREDTA (CorEact) 2
Source address = [182.169,230.1] 30
Testination afdress + [152.168.239.1] s
3
£l
Surce port = 30001
son poct = 30001 a0
-6 a2
- ouEse) (eareat) 44
(125 beata) of dava)
R FTCP: Vr, Pad, B - o
® Fe: 100 oo = Version = 2 (BPC L013)
@ e = etang x 0
@ s - Reception report camnc = 1
@ FTeR: packar type - 200 {sendar Raport) o
= = 13 (32-bit vords) @
® Frce: - 1sazersan s0
T s
b FTCP: WP reterence vimesteap = 1303201040.56163 aee
2 FTE tamesta - 1553 52
W Sender's packer come 1267 s
fp s7cP: Senters cotec com: - 195 w
o 2
I ssac « 2ses0a2102
3 Fraction lost - n.oaszs 7
S [ - w0 L
B Esverded highest sequence # = Cyclesd, Segs 53365 a
b Interazrival Jittec o) 85
3 Last 5B casestonp - 2600138559 0
B Delay since lest SR -0 (3ec] 1
0
0 TICF - Resltine Tramspore Proversl (WIP] Lemtrol frotarol -
®
® var, vag, B - v
® = Version = & (BP0 L889)
= - tading = 0
® - scace come - 1
® Packer type - 202 {Source Descxiprion) 5
2 Lengta = 8 (32-bit voras) 100
" 102
@ ssRC/csRC - 1sa267618
® 03 38 -1 (R 106
2 Lengeh -n 107
= Uaer/Dosain = ~ccay--texrualfsppaor 108
@ spes sen -0 128
® 1
= KTCF - Beal-time Teamsport Feotocol (KTE] Eemtral fratocol -
)
® Ve, Pad, s - oo
=
=
=
® 131
® = 1L (32-bit vorda) 13
= FTCE Packet: type Unknowm 138
=
® KTCH - Resl-cise Tramsport Protocol [RTP] Centeol Provaced ----x
)
= Ve, bad, B - tuan
® o0, - Version « 0 (VAT susso eao)
® 0 es = Tadiding = 0
2 ++20 1000 = Block coust = 8
= = 284 {Unimonm Type] 135
@ - 59107 (32-Bit woxds) 13
= FTCR Packer. type aknowm 13
=
= KTCF - Beal-time Tramsport Frotocol (FTE] Lemtrol Fratocol -
=
® Ver, Pad, B - b
= 0., = Version = 0 (VAT sudio tooll
) ——
® - Black coust - 7
" Packer type = 0 (o Type) 139
= Lengen =9 (32-bie words) 1
® FTCE Packet: type Uknom 142
]
® KTCH - Real-tine Trempore Protocol (RTP] Centeol Pratacol -
L
® ver, paa, or: - oo
® . - Veraion = 3 (RFC 1389}
= - psating = 0
) = Block coume = 25
"y - 32 (Oonown Type) 149
® - 10989 (32-pAT worda) Laa
= BICE Backer. type Teknowm 13
=
@ KTCP - Real-tise Trasspore Protacol (RTP] Camtral Pratoced ----
=
2 Vec, bad, B - v
= - Version « 0 (VAT suso emol)
® . - edding = 0
® - Block count -
2 Packer type R — a1
= Lengtn - 1085 (32-B1t words) 148
® RTCP Packer Type Dednown 150
®
= KTCF - Beal-time Tramsport Feotocol (FTE] Eomtrol fratocol -
=
® Ve, Pad, B - oL
2 Veraion = 0 (VAT sudio teol)
= seting = 0
® . Slock coust = 1
® Packer Type g —— 151
Y Lengen = 1678 (32-bit words) 152
= FTCE Packet: type Unknowm 156
=
® KTCH - Real-cise Tramsport Protocol (RTP| Central Provocel ---x
2
= = oxon
@ . - Version = 0 (VAT sutio taol]
o
= = Black coust. = 0
= = 1 (cnomm Type) 155
@ - 61 (3z-pat voras 156
= BTCP Packer. type Teknow 150
L
) KTCP - Real-tise Tramspore Peotacol (RTP] Cemtral fratacol -
®
= Ver, Pad, RC: = 0XTF
= = Version « 1 (Fiest brste Yersion fo BTE)
= + - redding = 1
® - Black count =
B = 155 (Unkmewn Type| 189
L = 32529 (32-bit words) 180
® e — 182
®
= KTCF - Real-time Tesnsport Peotocol (RTE] Centrol Protocol -
=
a Ve, Pad, B - oty
® 1. ... = VeEason - 1 {FLTAT DIALE Taxssen for YY)
® = eoding = 0
= = Block counc = 3
® Packer tpe - 127 unmom Tpe) 163
@ FTCP: Lenge - 8452 (32-bit werds) 160
= FTCE Packet. type Uknown 185
=
® KTCH - Real-tise Txansport Peotocol (RTP] Centrol Fracocol -
]
= Ver, bod, BC: = s
= L. ... = Version = 1 {First Draft Tersion for FTF)
® Paasing - 1
® = Block count. = 0
= Packet tpe = 0 (eksow Tyve) -
) rengea - 4 (2wt voran 158
IR FTCP: RICH Packer type Deknom 1m0
®
B ETCE: (4 extos bytes of BTCP datal

0 [FFRERNET,  Yomee paiion @ bytes  (benath 7 41

™




Packet#2

Frame Length : 176, Ceptuzed Size

o) T
o ) 13
o4 5
o iLi %
o & (Length ¢ 52] 5
® FTCE:
B RTCP: Ver, Pad, RC: - oxel
B RTCF: Version = z (RFC 1889)
B RTCP: - Padding = 0
@ RTCP: Reception report cownt - 1
B RTCP: Packet type 200 (Sender Repoxe) %
B RTCP: Length = 13 (32-bit words) 48
SSRC of sender 150267618 50
54
fm
RTE tinestasp 239436 62
Sender's packet comt = 1457 &
: Sender's acter count - 230520 0
4
: ssRC 2569022162
Fraction lost 0.02745 ”»
: Cumulative packets lost a7 ”»
: Extended hishest sequence § = Cycle:, Seq:S3515 62
: Interarrival jitrer 5 8
: Last SR rinestamp 2600454292 90
: Delay since last 3R =0 (3ec) 94
8
TTTTTRICE - Realoviac Transpert Freverel (RTP] Control Protocol -
B RTCP: Ver, Pad, RC: - oL
B RTCF: Version = z (RFC 1889)
B RTCP: \ies = Padding = 0
@ mTCR: L..0 0001 = Source count = 1
B RTCP: Packer type 202 [Souzce Descriprion) 9
B RTCP: Length =8 (32-bit words) 100
® FTCR: 102
B RTCP: SSRO/CSRC - 150267618
B RTCP: SDES item = 1 (CHAME) 106
B RTCPR:  Lengen - 107
B RTCP User/Domain "rony-- tonyual Bapp200t 108
B RTCP: SDES item 0 (END) 128
130
al-time Transport Protocol (RTP) Control Protocol -
oxe0
10.. Version = 2 (RFC 1889)
I Padding = 0
...0 0000 = Block cownt = 0
B RTCP: Packet type - 207 (Uokmown Type) 191
B ETCP: Length 1l (32-bit words) 132
B RTCP: RTCP Packet type Unkuomn 134
@ RTCR:
B RTCP: ----- RTCP - Real-time Transport Protocol (RTP) Control Protocol -
B RTCP:
B RTCP: Ver, Pad, RG: - ox08
@ mTCR: Version = 0 (VAT audio tool)
B FTCR: I Padding = 0
® RTCR: ...0 1000 = Block cownt = 8
B RTCP: Packet type 244 (Tnimown Type) 135
B RTCP: Length = 53107 (32-bit words) 136
= Unimowm 138
al-time Transport Protocol (RTP) Contrel Protocol -
0x07
Version = 0 (VAT audio tool)
Padding = 0
0 0111 = Block count = 7
0 (Taknowm Type) 139
9 (32-bit words) 140
B RTCP: RTCP Packet type Unknown 142
B RTCP:
B RTCP: ----- RTCP - Real-time Transport Protocel (RTP] Control Protacol -
@ mTCR:
B RTCP: Ver, Pad, RC: - x99
B RTCP: 10.. Version = 2 (RFC 1889)
@ RTCP: I Padding = 0
B RTCP: +..1 1001 = Block cownt. = 25
B RTCP: Packer type 32 {Uninown Type) 143
B RTCP: Length = 10583 (32-bit words) 144
e Unimovn 145
al-time Transport Protocol (RTP) Control Protocol -
007
oo. . Version = 0 (VAT audio tool)
B Padding = 0
...0 0111 = Block cownt = 7
B RTCP: Packet type = 0 (Unknown Type) 147
B RTCP: Length 10755 (32-bit vords) 148
B RTCP: RTCP Packet type Umomn 150
B FTCR:
B RTCF: ----- RTCF - Real-time Transport Protocol (RTP) Control Protocol -;
@ RTCP:
B RTCP: Ver, Pad, RG: - 01
@ RTCR: Version = 0 (VAT audio tool)
@ RTCR: B Padding = 0
B FTCR: ...0 000 = Block cownt = 1
B RTCP: Packet type 66 (Unknown Type) 151
= 1888 (32-bit words) 152
e Unimowm 154
al-time Transport Protocol (RTP) Contrel Protocol -
ox00
Version = 0 (VAT audio tool)
Padding - 0
Block count = 0
B RTCP: Packet type 1 (Unknowm Type) 158
® FTCP 61 (32-bit words) 156
@ RTCP: RTCP Packet type Unknomn 156
@ RTCP:
1 RTCP: ----- RTCP - Real-time Transport Protocel (RTP] Control Protacol -
B FTCR:
B RTCP: Ver, Pad, RC: - oF
B RTCP: oL.. Version = 1 (First Draft Version for RTP)
B RTCP: . Padding = 1
@ RTCP: +..1 1111 = Block cowne = 31
B RTCP: Packet type 195 (Unkmowm Type) 159
B RTCP: Length = 32529 (32-bit words) 160
B RTCP: RTCP Packet type Unmomn 162
B RTCP:
al-time Transport Protocol (RTP) Control Protocol -
- x4
Version = 1 (First Draft Version for RTP)
I Padding = 0
...0 0100 = Block cownt = 4
+ Packet type 127 (Unknown Type) 163
» 8482 (32-bit wozds) 164
: RTCP Packet type Unnown 166
al-time Transport Protocol (RTP) Control Protocol -:
B RTCP: Ver, Pad, RG: - ox60
@ RTCR: oL.. Versien = 1 (First Draft Version for RTP)
@ RTCR: S Padding - 1
B FTCR: -..0 0000 = Block cownt = 0
B RTCP: Packet type 0 (Unknown Type) 167
B RTCP: Length - 41 (32-bit vords) 160
B RTCP: RTCP Packet typs Unmown 170
& Frcr:
B RTCP: [4 extra bytes of RTCP data]
& [ETHEFRNET: Frame padding- 4 bytes  (Length ¢ 4] 178




Packet#23

192.169.230.1] 152.169.229.1)  RICP  WICP: Sender Report Packetioste20 iceer-d Delay-s{zec)

o Do 5, T T T, G ST T
g T TERE 502, 3 Echerwt T3 V2 Beader ————[Tewych s T3] T
P | THLT Label foack Tenath & 41 T
o A[ T - torermer Proterl - {Lengta T 20] T
&
N
] 0000 00.. = DSCE - 0 , Best Effort
. I I T e e
A »
& 1 Teestionn b u
. o i
a -
a . oot
. i
H W hremisrns "
a B 5
] OxEDTA |corzect) 26
H e -
. =
a -
]

F N S “
e e N e
| ETCE: Ver, Pad, RC: = OxBL

 Stoorion e vom = 1
“
S S ﬁ
-
o
o v 4
el

T

— ot

BrE ekt v acem,

FRE ek e e

vy

T

e okt e e

R B

BeE ek e e

.
- e s e
-
e puckes. e e
extra bytes of ETCE data]
Frame paddings 4 bytes (Length : 4) ESE)




6.3.1 SR: Sender report RTCP packet

4] 1

%]

0123436785012 34567T885%012343536T8501
s B s R st S

|V=2|F| RC | FI=5R=200 | length
e e R S
| 55RC of =ender

R e R e e e A e e AR e TS
| HTP timestamp, most significant word
e e R S
| HTP timestamp, least significant word
e e R S
| RETF timestamp

s e Eat E at e T e
| zender's packet count

s e Eat E at e T e
| zender's octet count

s e o G e e At e
| S5RC 1 (55RC of first source)

e e Rt It e
cumalative numnber of packets lost

| fraction lost |

T T e e S T T T

| extended highest =sequence number receiwved
e e e Rt e s
| interarrival jitter

e e e Rt e s
| last 5R (LSR)

e e e Rt e s
| delay =ince last SR (DLSE)

B e e e I e e s
| S5RC_ 2 (55RC of second source)
e e e Rt e s

B e e e I e e s
| profile-specific extensions
R e e e T e T

3

+—+—+—+

| header
+—+—+—+

I
+=4=4=+

| sender
+-+-+-+ info

I
+—+—+—+

I
+—t—+—+

I
+—t—+—+

I
+=4+=+=+

| report
-+—-+—+-+ block

| 1

I
+—t—+—+

I
+—t—+—+

I
+—t—+—+

I
+=4=4=1

| reportc
+-+-+-+ block

2

+=4+=+=+

I
+—t—+—+

The sender report packet consists of three sections, possibly followed by a fourth profile-specific extension section if
defined. The first section, the header, is 8 octets long. The fields have the following meaning:

version (V): 2 bits

Identifies the version of RTP, which is the same in RTCP packets as in RTP data packets. The version defined

by this specification is two (2).

padding (P): 1 bit

If the padding bit is set, this RTCP packet contains some additional padding octets at the end which are not
part of the control information. The last octet of the padding is a count of how many padding octets should be
ignored. Padding may be needed by some encryption algorithms with fixed block sizes. In a compound RTCP
packet, padding should only be required on the last individual packet because the compound packet is

encrypted as a whole.
reception report count (RC): 5 bits

The number of reception report blocks contained in this packet. A value of zero is valid.

packet type (PT): 8 bits



Contains the constant 200 to identify this as an RTCP SR packet.

length: 16 bits
The length of this RTCP packet in 32-bit words minus one, including the header and any padding. (The offset
of one makes zero a valid length and avoids a possible infinite loop in scanning a compound RTCP packet,
while counting 32-bit words avoids a validity check for a multiple of 4.)

SSRC: 32 bits
The synchronization source identifier for the originator of this SR packet.
The second section, the sender information, is 20 octets long and is present in every sender report packet. It summarizes
the data transmissions from this sender. The fields have the following meaning:

NTP timestamp: 64 bits
Indicates the wallclock time when this report was sent so that it may be used in combination with timestamps
returned in reception reports from other receivers to measure round-trip propagation to those receivers.
Receivers should expect that the measurement accuracy of the timestamp may be limited to far less than the
resolution of the NTP timestamp. The measurement uncertainty of the timestamp is not indicated as it may
not be known. A sender that can keep track of elapsed time but has no notion of wallclock time may use the
elapsed time since joining the session instead. This is assumed to be less than 68 years, so the high bit will be
zero. It is permissible to use the sampling clock to estimate elapsed wallclock time. A sender that has no
notion of wallclock or elapsed time may set the NTP timestamp to zero.

RTP timestamp: 32 bits
Corresponds to the same time as the NTP timestamp (above), but in the same units and with the same random
offset as the RTP timestamps in data packets. This correspondence may be used for intra- and inter-media
synchronization for sources whose NTP timestamps are synchronized, and may be used by media-
independent receivers to estimate the nominal RTP clock frequency. Note that in most cases this timestamp
will not be equal to the RTP timestamp in any adjacent data packet. Rather, it is calculated from the
corresponding NTP timestamp using the relationship between the RTP timestamp counter and real time as
maintained by periodically checking the wallclock time at a sampling instant.

sender's packet count: 32 bits
The total number of RTP data packets transmitted by the sender since starting transmission up until the time
this SR packet was generated. The count is reset if the sender changes its SSRC identifier.

sender’s octet count: 32 bits

The total number of payload octets (i.e., not including header or padding) transmitted in RTP data packets by

the sender since starting transmission up until the time this SR packet was generated. The count is reset if the

sender changes its SSRC identifier. This field can be used to estimate the average payload data rate.
The third section contains zero or more reception report blocks depending on the number of other sources heard by this
sender since the last report. Each reception report block conveys statistics on the reception of RTP packets from a single
synchronization source. Receivers do not carry over statistics when a source changes its SSRC identifier due to a
collision. These statistics are:

SSRC _n (source identifier): 32 bits

The SSRC identifier of the source to which the information in this reception report block pertains.

fraction lost: 8 bits
The fraction of RTP data packets from source SSRC_n lost since the previous SR or RR packet was sent,
expressed as a fixed point number with the binary point at the left edge of the field. (That is equivalent to
taking the integer part after multiplying the loss fraction by 256.) This fraction is defined to be the number of
packets lost divided by the number of packets expected, as defined in the next paragraph. An implementation
is shown in Appendix A.3. If the loss is negative due to duplicates, the fraction lost is set to zero. Note that a
receiver cannot tell whether any packets were lost after the last one received, and that there will be no
reception report block issued for a source if all packets from that source sent during the last reporting interval
have been lost.

cumulative number of packets lost: 24 bits
The total number of RTP data packets from source SSRC_n that have been lost since the beginning of
reception. This number is defined to be the number of packets expected less the number of packets actually
received, where the number of packets received includes any which are late or duplicates. Thus packets that
arrive late are not counted as lost, and the loss may be negative if there are duplicates. The number of packets



expected is defined to be the extended last sequence number received, as defined next, less the initial
sequence number received. This may be calculated as shown in Appendix A.3.

extended highest sequence number received: 32 bits
The low 16 bits contain the highest sequence number received in an RTP data packet from source SSRC_n,
and the most significant 16 bits extend that sequence number with the corresponding count of sequence
number cycles, which may be maintained according to the algorithm in Appendix A.1. Note that different
receivers within the same session will generate different extensions to the sequence number if their start times
differ significantly.

interarrival jitter: 32 bits
An estimate of the statistical variance of the RTP data packet interarrival time, measured in timestamp units
and expressed as an unsigned integer. The interarrival jitter J is defined to be the mean deviation (smoothed
absolute value) of the difference D in packet spacing at the receiver compared to the sender for a pair of
packets. As shown in the equation below, this is equivalent to the difference in the "relative transit time" for
the two packets; the relative transit time is the difference between a packet's RTP timestamp and the receiver's
clock at the time of arrival, measured in the same units.
If Si is the RTP timestamp from packet i, and Ri is the time of arrival in RTP timestamp units for packet i, then for two
packets i and j, D may be expressed as
D(i.j)=(Rj-Ri)-(Sj-Si)=(Rj-Sj)~(Ri-Si)
The interarrival jitter is calculated continuously as each data packet i is received from source SSRC_n, using this
difference D for that packet and the previous packet i-1 in order of arrival (not necessarily in sequence), according to the
formula
J=J+(|D(i-1,i)|-J)/16
Whenever a reception report is issued, the current value of J is sampled.
The jitter calculation is prescribed here to allow profile- independent monitors to make valid interpretations of reports
coming from different implementations. This algorithm is the optimal first- order estimator and the gain parameter 1/16
gives a good noise reduction ratio while maintaining a reasonable rate of convergence [11]. A sample implementation is
shown in Appendix A.8.

last SR timestamp (LSR): 32 bits
The middle 32 bits out of 64 in the NTP timestamp (as explained in Section 4) received as part of the most
recent RTCP sender report (SR) packet from source SSRC_n. If no SR has been received yet, the field is set
to zero.

delay since last SR (DLSR): 32 bits
The delay, expressed in units of 1/65536 seconds, between receiving the last SR packet from source SSRC_n
and sending this reception report block. If no SR packet has been received yet from SSRC_n, the DLSR field
is set to zero.
Let SSRC_r denote the receiver issuing this receiver report. Source SSRC_n can compute the round propagation delay to
SSRC _r by recording the time A when this reception report block is received. It calculates the total round-trip time A-
LSR using the last SR timestamp (LSR) field, and then subtracting this field to leave the round-trip propagation delay as
(A- LSR - DLSR). This is illustrated in Fig. 2.
This may be used as an approximate measure of distance to cluster receivers, although some links have very asymmetric
delays.

6.3.2 RR: Receiver report RTCP packet
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Figure 2: Example for round-trip time computation
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The format of the receiver report (RR) packet is the same as that of the SR packet except that the packet type field
contains the constant 201 and the five words of sender information are omitted (these are the NTP and RTP timestamps
and sender's packet and octet counts). The remaining fields have the same meaning as for the SR packet.

An empty RR packet (RC = 0) is put at the head of a compound RTCP packet when there is no data transmission or
reception to report.



Example of RTCP Network Round Trip Time Calculation

Caller1 Caller2
LSR — Last Sender Report (time stamp) = ntp(n-1)
6 6 DLSR — Delay Last Sender Report (time stamp)
ntp = 10 sec 1. ntp =10 sec LSR =0 sec DLSR =0 sec
1 J:RT@\ 3
a
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e — 2. ntp = ntp(n-l) + tpropagation + Tturnaround LSR = ntp{n-l) DLSR = tturnaround
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) ) Network Round Trip Time:
Time Time RTDnetwork = Ytpropagation = ntp(final) - ntp(initial) - Y tturnaround
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When the two callers ntp clock is not synced, it does not affect the resulting round trip time

Callerl Caller2
ale Clock offset by 1 sec
LSR — Last Sender Report (time stamp) = ntp(n-1)
8 8 DLSR — Delay Last Sender Report (time stamp)
ntp = 10 sec 1. ntp=10sec LSR =0 sec DLSR =0 sec
IIIfRTCP\ 3
4
_______ln:', RTCP— - 2
— 2. ntp= I'Ttp(l"l'l} + tpropagation + tturnaround + toffset LSR = I'Ttp(n'l} DLSR = tturnaround
=10+3+4+1 =10 sec =4 sec
=18 sec
5
3. ntp=18+2+5=25sec LSR = 17 sec DLSR =5 sec
= Rrep_
¥ ¥ Network Round Trip Time:
Time Time RTDnetwork = thrnpagatian = ntp(final) - ntp{initial] - Ztturnaraund - toffset

(sec) (sec) =25-10-(4+5)-1=5sec
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